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As a network administrator, auditor or architect, you know the importance of securing your network and
finding security solutions you can implement quickly. This succinct book departs from other security
literature by focusing exclusively on ways to secure Cisco routers, rather than the entire network. The
rational is simple: If the router protecting a network is exposed to hackers, then so is the network behind it.
Hardening Cisco Routers is a reference for protecting the protectors. Included are the following topics:

The importance of router security and where routers fit into an overall security plan1.
Different router configurations for various versions of Cisco?s IOS2.
Standard ways to access a Cisco router and the security implications of each3.
Password and privilege levels in Cisco routers4.
Authentication, Authorization, and Accounting (AAA) control5.
Router warning banner use (as recommended by the FBI)6.
Unnecessary protocols and services commonly run on Cisco routers7.
SNMP security8.
Anti-spoofing9.
Protocol security for RIP, OSPF, EIGRP, NTP, and BGP10.
Logging violations11.
Incident response12.
Physical security13.

Written by Thomas Akin, an experienced Certified Information Systems Security Professional (CISSP) and
Certified Cisco Academic Instructor (CCAI), the book is well organized, emphasizing practicality and a
hands-on approach. At the end of each chapter, Akin includes a Checklist that summarizes the hardening
techniques discussed in the chapter. The Checklists help you double-check the configurations you have been
instructed to make, and serve as quick references for future security procedures.Concise and to the point,
Hardening Cisco Routers supplies you with all the tools necessary to turn a potential vulnerability into a
strength. In an area that is otherwise poorly documented, this is the one book that will help you make your
Cisco routers rock solid.
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From reader reviews:

Edward Kirklin:

Do you have favorite book? In case you have, what is your favorite's book? Reserve is very important thing
for us to find out everything in the world. Each guide has different aim or goal; it means that guide has
different type. Some people really feel enjoy to spend their the perfect time to read a book. They are reading
whatever they get because their hobby is usually reading a book. Think about the person who don't like
looking at a book? Sometime, man feel need book after they found difficult problem or maybe exercise.
Well, probably you should have this Hardening Cisco Routers (O'Reilly Networking).

Jesus Thresher:

Reading a e-book can be one of a lot of activity that everyone in the world really likes. Do you like reading
book so. There are a lot of reasons why people enjoy it. First reading a publication will give you a lot of new
details. When you read a publication you will get new information since book is one of many ways to share
the information as well as their idea. Second, reading through a book will make you actually more
imaginative. When you studying a book especially fictional book the author will bring one to imagine the
story how the people do it anything. Third, you are able to share your knowledge to other people. When you
read this Hardening Cisco Routers (O'Reilly Networking), you may tells your family, friends and also soon
about yours guide. Your knowledge can inspire others, make them reading a e-book.

Judy Marinez:

Are you kind of occupied person, only have 10 as well as 15 minute in your time to upgrading your mind
ability or thinking skill also analytical thinking? Then you are having problem with the book when compared
with can satisfy your limited time to read it because all of this time you only find guide that need more time
to be examine. Hardening Cisco Routers (O'Reilly Networking) can be your answer since it can be read by a
person who have those short time problems.

Virgie Haynes:

What is your hobby? Have you heard which question when you got scholars? We believe that that problem
was given by teacher for their students. Many kinds of hobby, All people has different hobby. And also you
know that little person just like reading or as reading through become their hobby. You need to know that
reading is very important in addition to book as to be the point. Book is important thing to increase you
knowledge, except your personal teacher or lecturer. You get good news or update regarding something by
book. Amount types of books that can you go onto be your object. One of them is this Hardening Cisco
Routers (O'Reilly Networking).
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